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PREFACE

This report was prepared by the Office of Inspector General (OIG) pursuant to the Inspector
General Act of 1978, as amended, and Section 209 of the Foreign Service Act of 1980, as
amended. It is one of a series of audit, inspection, investigative, and special reports prepared by
OIG periodically as part of its responsibility to promote effective management, accountability
and positive change in the Department of State and the Broadcasting Board of Governors.

This report is the result of an assessment of the strengths and weaknesses of the office, post,
or function under review. It is based on interviews with employees and officials of relevant
agencies and institutions, direct observation, and a review of applicable documents.

The recommendations therein have been developed on the basis of the best knowledge
available to the OIG and, as appropriate, have been discussed in draft with those responsible for
implementation. It is my hope that these recommendations will result in more effective,
efficient, and/or economical operations.

I express my appreciation to all of those who contributed to the preparation of this report.

A

Harold W. Geisel
Acting Inspector General
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EXECUTIVE SUMMARY

The Department of State’s interest penalties increased dramatically in FY 2008 to
$5.4 million, from $405,000 paid in FY 20006, because of increasingly late payments
paid to its vendors. The Office of Inspector General (OIG) initiated this audit to
assess the Department’s compliance with the Prompt Payment Act (PPA). More
specifically, it was to determine whether the Department successfully made payments
to vendors in a timely manner, to examine the reasons for untimely payments where
they occurred, to determine whether proper interest penalty payments were made on
late payments, and to determine what actions management planned to take or had
taken to correct deficiencies for payments that were not made timely.

PPA requires federal agencies to pay their bills timely, generally defined as within
30 days of receipt of a proper invoice. OIG randomly sampled the Department’s
domestic FY 2008 payments subject to PPA and found that 157 (56 percent) of
the 279 sampled payments were not made timely.! Almost 80 percent of interest
penalties were assessed against four of the Department’s bureaus: Consular Affairs,
Diplomatic Security, International Narcotics and Law Enforcement Affairs, and
Information Resource Management. Of the Department’s more than 5,000 vendors,
10 vendors received half of the penalties and 30 vendors received two thirds of the
penalties. In addition, the Department should have paid interest penalties on 34 per-
cent of its payments but paid penalties on only 24 percent of the payments sampled.

Interest penalties increased in FY 2008 primarily because of delays in process-
ing invoices caused by the change to a new accounting system in May 2007. Initially,
the Department was unable to process invoices for weeks after the implementation,
and large backlogs occurred. The Department took several steps to resolve some
of the problems that occurred during and after implementation of the new system.
However, one significant problem that has not yet been resolved is the new Depart-
ment requirement that invoices should be paid at a detailed level of cost (line item),
whereas previously, invoices were paid at a broad level of cost (header). This new
requirement has created more work for bureau personnel who approve and review

'Untimely payments are payments that are made eatlier of later than the time periods established
by federal laws and regulations. [Source: 31 U.S.C. chapter 39]
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Figure 5. Interest Penalties Paid by Bureau ($ in millions)
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Figure 6. Interest Penalties Paid by Vendor ($ in millions)
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Change to New Accounting System

The most significant reason for untimely payments was the Department’s change
to a new accounting system in May 2007. This created a number of problems that
impacted timeliness, such as the shutting down of the system for weeks, changes in
the approval process that required additional effort, and technical problems that have
to be resolved.

Initial Implementation

When the Department initially implemented GEMS in May 2007, the percent-
age of payments disbursed on time decreased significantly—from 94 percent in
May 2007 to 35 percent in June 2007, as depicted in Figure 1. GFMS replaced the
Central Financial Management System as part of the Department’s migration to a
single worldwide accounting system to “improve operations and reduce costs by
eliminating system redundancies and replacing obsolete and unsupported financial

systems.”!’

The initial implementation created large payment backlogs that took months
to resolve because the system was shut down for weeks after implementation. For
example, an FSI official said that the implementation of GFMS caused a backlog of
10,000 invoices, and an INL official said that INL was unable to process payments
for 3 or 4 months after the implementation. Other bureau officials told OIG that the

interest penalties that their bureaus had paid were attributable to problems that
occurred within RM’s operations after the implementation.

In response, RM took several actions to mitigate the problems that occurred
after implementation, including the following:

* establishing “Tiger Teams,” made up of RM personnel, to assist some bu-
reaus by providing training on claims processing and proper invoice review,
approval, acceptance or rejection, and reviewing claims on-site;

* meeting with key vendors to coordinate their receivables and break “log
jams” in the approval process;

* adding claims staff;

"Bureau of Resource Management FY 2007 Financial Report, November 2007.
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¢ adding staff and management to answer vendor inquiries; and

 establishing a Washington, D.C.-based bureau payables support team in
cooperation with the A Bureau, including three jointly funded positions, to
provide on-site support at the bureaus to solve problems and break log jams
in the invoice receipt and approval process.

These actions helped the Department increase timeliness to some degree, but
other problems with GFMS continued to impact the timeliness of payments, includ-
ing the change in the invoice approval process that occurred with the implementa-
tion of GFMS and technical problems with the system that impacted the approval
process.

Change in the Invoice Approval Process

The move to GEMS changed the invoice approval process at the bureau level
and required bureau personnel, particularly contracting officer’s representatives
(COR), to spend more time in reviewing and approving invoices. These changes
required bureau personnel to approve invoices at a more detailed level than the pre-
vious review process had. A consultant whom the Department had hired to review
this issue reported, in an action memorandum dated June 13, 2008, that “the single
factor most responsible for the continuing and current difficulties was the change
from managing and paying contracts at the header level to the much more complex
system of managing at the individual contract line level.”

This new process of reviewing and approving costs at the line-item level re-
quires CORs to ensure that each line item of data on a contract has sufficient fund-
ing. Contracts can have numerous lines of cost data. For example, OIG reviewed
an invoice that contained 55 lines of cost data. If contracts are modified, new lines
are added for the modification, which may also include different fiscal years. Bureau
representatives told OIG that this level of detail adds significantly more time to the
review process. For example, the budget director at FSI determined that it takes 71
steps to process a payment when it previously took only 20 steps. A CA official said
that CA used to process an invoice in 10 or 15 minutes but that invoices now can
take more than a day to process, particularly invoices with multiple lines of cost.
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This detailed line-item review process can also significantly delay payments
when costs are incorrectly paid against the wrong line item. These mistakes must
be resolved at the detailed line-item level. Future invoices that are sent for payment
against that same line item will be rejected because all of the funds have been ex-
pended for that line item. To correct these initial mistakes, acquisitions staff must
modify the obligation to increase funding for each underfunded line item, which
takes more time. Incorrect charging can also occur when vendors send invoices
with the wrong codes attached to supplies or services for which they are billing, For
example, FSI officials stated that vendors sometimes sent invoices for a specific
category of services but that the request for payment did not line up with the data in
GFMS. The invoices then had to be sent back several times to the vendor to get the
right services added. An INL official said that one vendor had a 97 percent rejection
rate for its invoices. This vendor had consolidated all of the costs on the invoices,
even though the contract required vendors to bill by specific task and amount.

Charleston has also created problems for the bureaus when they pay invoices at
the broad header level and do not align the costs with the detailed line-item amount.
Several bureau officials told us that Charleston did this when they wanted to get pay-
ments out quickly, which helped to avoid costly late payment penalties. However, the
bureaus then have additional work to reconcile the costs to the itemized line amount
after payment has been made. For example, INL officials told OIG that RM made a
payment to one of INL’s contractors in October 2007 and that INL personnel were
still trying to reconcile that payment to the correct accounting lines in February 2009.
An INL official said that RM did not ask INL for input but just posted the payments
to any accounting lines that they could because RM was concerned about the con-
tractor’s solvency and wanted to get the payment out quickly.

Some of the largest interest penalties that were paid to specific vendors, shown
in Appendix D, were attributable to this change to a line-item approval process. A
DS program analyst said that DS did not always reject inaccurate invoices within the
required 7-day period because an invoice might be transferred among staff members
before a review revealed accounting line errors, especially invoices that contained
multiple contract line items. DS receives multimillion dollar invoices with multiple
lines that require a lengthy review process. For example, a 2009 Blackwater invoice
totaling more than $15 million had 55 separate cost lines for training and other ser-
vices. For the individual who processed some of these invoices, being a COR was an
ancillary duty to normal programmatic duties. A DS official suggested that contracts
be written so that invoices would be identical to what was written in the contract
and reduce the time needed to review the invoice. CA officials said that an invoice
for one of CA’s vendors could require the time-consuming task of completing 20
invoice approval forms.
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There may be reasons for this change in the approval process that are unrelated
to prompt payments. Since OIG did not conduct a detailed review of this issue to
assess the reasons for the change, OIG does not make any recommendations related
to the change in the process. However, the section that follows discusses techni-
cal problems that occurred during the implementation and that have not yet been
resolved.

Technical Issues That Impact the Approval Process

Bureau officials also told OIG about technical issues that caused delays in pro-
cessing payments. Specifically, the Executive Director at FSI said that GFMS does
not allow payments to be made after the delivery date posted in the system. That
date is often the date included in the purchase order or contract. If bureaus receive
goods or services after the posted delivery date and are then billed for those deliver-
ies, the system will not allow the payment to post. FSI said that they now enter a
delivery date in the system that is one year later than the date stated on the contract
so that the payment can be processed.

An INL official said that one of INL’s biggest challenges with GFMS involved
the posting of refunds for contract awards that were converted from CFMS to
GFMS and then trying to make payments against those same obligations. If the
refund was not posted, the converted balance was insufficient; no mechanism is cur-
rently in place to allow subsequent payments to post.

Recommendation 1: OIG recommends that the Bureau of Resource Man-
agement resolve technical problems related to posting delivery dates and re-
funds in the Global Financial Management System.

Bureau Response and OIG Reply

In its response to the draft report, RM stated that it has addressed the technical
issues related to the posting of delivery dates and refunds in GFMS. Based on this
information, OIG considers this recommendation resolved. OIG will close the rec-
ommendation when it receives and reviews documentation of the changes made.
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There is surprisingly no recognition in the Report that an integrated
acquisitions and financial system environment with line-level payments provides a
higher-standard of accountability, internal control and payment integnty over
approximately 161,000 domestic line payments worth over $4.83 billion (year-to-
date) to vendors subject to prompt pay. Requiring payment integrity at the line-
level helps prevent and detect improper payments should contractors submait
improper billings or have faulty billing systems. As the Executive Director for the
International Narcotics and Law Enforcement Affairs (INL) noted during a
particularly challenging period last vear, the additional line-level detail in the
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ensure the rigor and accountability over the expenditure of Department and tax-
payer dollars.

Again, RM appreciates the opportunity to comment on the report.

Attachments:
As stated
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United States Department of State
Bureau of Resource Management

Attachment to the Response to the Draft Report on Awdit of the Timeliness of Department
Payments Subject o the Prompr Payment Act

Through the dedication, diligence and hard work of numerous Department of State employees and
contractors, significant progress has been achieved in many arcas to pay our invoices on-time and
reduce interest penalties and improper payments. We have achieved the CF0O Council’s
Performance Measure of less than 0.02% for interest paid of total payments in recent months in
FY2009. Policies and procedures have been and continue (o be refined. BM continues 1o support
the development of Quality Work [nstructions (W) and improve user training. These efforts have
resulted in RMAGFS receiving 150-9001:2000 accreditation in January 2009 and an upgrade to 150-
9001:2008 in July 2009, Such standardization and instruction have produced a more efficient
workforce directly contributing to improved payment performance.

Several change requests and enhancements have been added to GFMS to facilitate timely and
accurate invoice processing. Authorized ugers have on-demand aceess to a variety of GFMS
queries and reports useful at different stages in the process. Data warchouse reports provide
authorized users with interest-paid detail and summary information by bureau and vendor to help
focus resources on possible areas of improvement.

In FY 09, an accounts pavable reengineering project started and included a review of automated
invoice and data intake solutions, a workflow invoice routing project in RM, the design of an
enhanced invoice approval form with antomated data update capabilities, and an evaluation of

existing 3™ party support tools and technologies.

REM appreciates the diligence with which OIG conducted their review and in providing their
findings. We would like to comment on several stalements contained in OIG"s Draft Report,

There are references o itemized line accounting contributing 1o payment delavs. While some
awards contain many lines, approximately 75% have 3 or fewer itemized lines, and 85% had five or
fewer itemized lines, Furthermore, as stated in the O1G report, four of 38 bureaus were responsible
for nearly 80% of interest penalties and nearly 70% of all interest penalties were paid to 30 vendors
during the first 10 months of FY08. Conversely, bureaus such as OBO and FS1 paid minimal
interest penalties using GFMS, thereby highlighting that many variables contribute to paying
invoices on-time, including the effectiveness and management conirols of contracting ofTicers
representatives (CORs).

EM acknowledges that an invoice backlog occurred afler GFMS implementation, bul payments
were processed in GFMS beginning in June 2007. The OIG report quotes an INL official as saying
that “INL was unable to process payments for 3 to 4 months after the implementation of GFMS in
May 2007." However, through July 31, 2007, 374 INL invoices were processed in GFMS.

Page 1
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In response to the need to provide a report similar to CFMS’ Status of Obligation Report, the
Award'Obligation Status Report was created. This report was imitially implemented in GFMS on
April 29, 2008. Based upon user feedback and the importance of this report, an enhanced version
was quickly implemented on August 14, 2008,  As stated in the OIG report, “One burcau official
told OIG that this is the only report the CORs need to process payments.”

Technical lssues That Impact the Approval Process

Recommendation 1: O1G recommends that the Bureau of Resource Management resolve technical
problems related to posting delivery dates and refunds in the Global Financial Management System
(GFMS).

There was a software defect in the OMB-certified system (named GFME for Department of State)
that prohibited creating a payment outside of the period of performance on the referenced award.,
This defect was reported on Movember 10, 2008. It was corrected in GFMS release version 6.0.9L.1
which was placed into production on March 13, 2009,

RM iz aware that due to the open balance condition when converting CFMS awards 1o GFMS, a
credit 1o an obligation will not process in GFMS if the credit amount i5 greater than the expended
amount on the obligation. However, the credit can be returned to the allotment and the funds re-
obligated or reapportioned when necessary. For the most part, this method is acceptable given the
rare occurrence of this specific data condition. Regardless, where this method is not acceptable,
FM has established a procedure that is performed periodically to post the credit to the obligation.
RM primarily performs this procedure for INL.

Inability To Track Invoices Throughout the Payment Frocess

Recommendation 2: OIG recommends that the Bureau of Resource Management implement a
process or system to track the receipt, review, approval, and payment of all domestic invoices
through the entire payment process.

Hecommendation 4: OIG recommends that the Bureau of Resource Management develop a plan
for automating ils processes for receiving, reviewing, approving, and paying invoices.

RM recognizes the need for a comprehensive invoice tracking mechanism from invoice receipt
through payment and the need to eliminate manual processes when feasible. In FY09, RM
identified multiple areas of improvement and proactively launched improvement initiatives.

For example, to reduce manual steps during invoice processing, GFMS configuration was modified
on July 1, 2009 to default the transaction type on payment documents. This modification eliminated

Page 2
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the need for Vendor Claims personnel to manually enter a value on 99% of accounting lines on
payment documents and decreased the risk of using an improper value when entered manually.
Also BM has begun to identify potential automated invoice and data intake solutions and automated
data update capabilities 10 further reduce manual processes, achieve improved data accuracy and
realize greater operational efficiencies.

In addition, in March 2009, EM and LM implemented what is referred to as Header Level
Commitment Funding. This enhancement will greatly reduce the total number of accounting line
items on both the award and invoice/payment. This will reduce the overall level of effort required
by COR's and payment stafl in terms of vendor invoice approval moving forward.

Other FY09 efforts undertaken include a limited BRM routing and workflow pilot conducted from
August 2008 through April 2009 to ascertain the feasibility of using additional GFMS features to
track invoices throwghout the entire paymeni process and to gather lessons learned; consideration of
an enhanced invoice approval form providing a consolidated view of financial data to simplify
invoice processing particularly during the bureau review and approval steps; and consideration of
existing solutions and technologies currently in use in the Department and other agencies (e.g.,
Kofax, Metastorm, Microsofi SharePoint, Vendor Self Serve, US Bank Platform, Electronic
Voucher Manager (Mission Germany)). RM continues to evaluate alternatives to fully implement
electronic invoice processing.

Management Reports Mot Timely or Comprehensive

Recommendation 3: OlG recommends that the Bureau of Resource Management make the late
payments report more current and add bureau performance metrics that include the percentage of
invoices paid on time by the bureau and the amount of interest paid in relation to total payments
made by the bureau,

Late payment information is currently provided and RM is working to provide bureaus with
performance metrics that include the percentage of invoices paid on time and the amount of interest
paid in relation W payments.

Several reports and quenies currently exist to facilitate imely and accurate invoice processing. For
example, authorieed users have on-demand access to the Award/Obligation Status Report providing
CORs with current GFMS data needed to approve invoices. Bureau Unpaid Invoice Reports are
produced weekly, including burean, vendor, invoice status, age category, and dollar amount;
invoices that are past-due or are nearing the date when interest will begin accruing; and week-over-
week comparizon by bureau of invoice counts and invoice amounts. Datawarehouse reports provide
authonzed users with interest paid detail and summary information by bureau and vendor as of the
previous day closing to help focus resources on possible areas of improvement.

Page 3
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Bureaus With Greater Oversight and Authority Making Payments More Timely

Recommendation 5: OIG recommends that the Bureau of Resource Management establish
policies and procedures for bureaus to follow that improve oversight and internal controls over the
receipt, review, transfer, and approval of invoices.

RM agrees that the degree of oversight and controls of payment processing in a bureau is a
significant contributing factor to making timely payments as demonstrated by OBO, F&I and more
recently CA. The existing financial processing model (i.e., itemized line accounting, the GFMS
system, curmrent policies and procedures) provides the means to pay invoices on time when the
degree of oversight, centralized operations and COR efTfectiveness is higher

Training Insufficient

Recommendation 6: O1G recommends that the Bureau of Resource Management, in coordination
with the Office of the Procurement Executive, assess the current training needs for contracting
officer’s representatives, financial personnel, and vendors with respect to invoice processing and
accounting and develop and provide training to meet those needs.

More than one dozen COR training sessions were conducted from February 2008 through
September 2008, including nine (9) individual bureau COR sessions. These sessions focused on the
Requisition to Check/Payment Process and the role of each proup within this process. Heawvy
emphasis was placed on the role of the COR and the overall invoice approval process. The sessions
included demonstrations of tools, such as the Award/Obligation Status Report, available to assist
CORs approve invoices. Training materials and exercises were updated 1o reflect the then-current
GFMS 6.0.9L release and business processes, Also bureau-specific examples were used in the
invoice approval process to reinforce the training and to answer specific and relevant bureau
guestions. Five additional training sessions are tentatively being scheduled for FY 10 to be
conducted in both Washington, DC and Charleston, SC.

Prior to implementing GFMS in May 2007, and again in early 2008 prior to the aforementioned
COR training, a letter was distributed to vendors regarding proper invoice submission. EM also
provided assistance in writing a standard contract clause on vendor requirements for submitting a
proper invoice.

Page &
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Interest Penalties Miscaleulated

Recommendation 7: O1G recommends that the Bureau of Resource Management resolve the

interest penalty error identified in this audit for the 79 late payments in which interest penalties
were underpaid.

F.M will resolve underpaid interest penalties for the 79 late paymenis, as needed.

Recommendation 8: O1G recommends thai the Bureau of Resource Management establish
procedures and internal controls to ensure that the documents supporting the invoice receipt date

and the dates that the goods and services are delivered and accepted match the information in the
GFMS.

Quality Waork Instructions {(QW1s) and reference documents have been written and institutionalized
as evidenced by RM/GFS attaining 1S0-9001 accreditation. RM will work to enhance these
materials as necessary to support the recording of invoice receipt date and the dates that the goods
and services are delivered and accepted.

Page 5
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FRAUD, WASTE, ABUSE, OR MISMANAGEMENT
of Federal programs
and resources hurts everyone.

Call the Office of Inspector General
HOTLINE
202-647-3320
or 1-800-409-9926
or e-mail oighotline@state.gov
to report illegal or wasteful activities.

You may also write to
Office of Inspector General
U.S. Department of State
Post Office Box 9778
Arlington, VA 22219
Please visit our Web site at:
http://oig.state.gov

Cables to the Inspector General
should be slugged “OIG Channel”
to ensure confidentiality.





